This paper presents a comparative analysis of data formatting technology in AMF, JSON and XML, during data transfer between client and server. Data is authoring application that allows comparative analysis of these three technologies. These include aspects of the data transfer speed, the size of the output file, the data transmission safety, the code complexity of both the client and the server.
Introduction
The paper presents an authoring application, which allows measuring the time of data transfer from the moment of sending a request to the server, up to the moment of presenting data to the user. The measurement is realized for three data packaging technologies AMF, JSON and XML. The number of data from the base is chosen by the user in combo box, ranging from 1 to 76000. Time required to transfer data from the server to the client can be divided into several stages. Each phase is analyzed in detail and it is determined which of them introduces a delay during the data transfer. On the difference in time of data transfer, in addition to transfer technology, also affects the size of the output file, the complexity of the code of both the client and the server. The paper analyzes the aspect of data transmission security. At the end are given recommendations when and which technology to use.
Used scientific methods and procedures
In order to achieve the objectives and tasks of the research the following scientific methods and procedures were used:
 By comparative methods were compared results of the existing methods and new proposed methods of problems solving.
 By experimental application we have got results that demonstrate the effectiveness of new methods (in speed or saving memory space).
 The method of generalization is applied in the analysis of a number of cases where there is a general statement that applies to all the cases. The method of specialization presents specific cases as a specific example.
 Methods of deduction and induction are used in the course of experimental tests, where after the obtained results a conclusion is formed about the new techniques and the possibilities of their application.
Technologies used for making authoring application
For creating software solutions Flex technology was used on the client side, PHP on the server side, while, for data transmission were used three technologies AMF, JSON and XML. JSON and XML are used in many areas [6, 7, 11, 12] .
Flex is a highly productive, free open source software environment for creating executable version of expressive mobile, web and computer applications. Flex enables creating executable Web version and mobile applications that share a common basic code, thus shortening the time and cost of creating applications and long-term maintenance [1] .
While Flex applications can only be created using the free Flex SDK, the Adobe Flash Builder ™ software can accelerate development with features such as intelligent code editing, gradual debugging, programs for memory optimization and performance as well as visual design.
Flex in its environment contains two MXML languages for visualization and AS3 for functionality [2] .
Server PHP language, is executed on the server side. PHP is called a scripting language because it is written in the form of scripts and was purpose built for use on the Web [7] . PHP can be written in separate files, and can be inserted within HTML.
The PHP processor on the Web server interprets the PHP code, and the Web server on exit emits HTML or other types of data that the client web browser can understand. A copy of the HTML page is sent directly from the server to the client's computer, while the PHP code is not sent directly, but is before that translated into a form that the client computer will know how to interpret. HTML parts in the script are left as they are until PHP code interprets the PHP processor and executes, and the result of execution is sent to the client.
PHP code has great possibilities, of communicating with other computers, creating images, access to databases, work with graphics, creating desktop applications using PHP-GTK extensions all the way up to reading and writing files. PHP does not have its owner, it is a free language, a group of enthusiasts gathered together and made the PHP. For AMF technology, they took the Action Message Format and made serializators that correspond to action message format in PHP.
AMF or Action Message Format, is a binary format that is used for serialization of objects and sending messages between the client and the remote service. Action Script 3 language has classes for encoding and decoding of the AMF format. Adobe Systems has released AMF binary protocol specification on December 2007, and announced that it will support the developer community in making this protocol for all major server platforms. So today there is AMF support for platforms written in Java, PHP, .NET and other languages. This paper will focus its attention on the PHP language, because it is the chosen server platform. JSON or JavaScript Object Notation is a very simple text format for data exchange between the server and the client [6, 10] . It is easy to parse and independent from any programming language. Parsing JSON format can be performed using the built-in JavaScript functions [11, 12] . Compared to XML format, it is faster, shorter, there are no reserved words [8, 9] .
XML, or Extensible Markup Language, is a language for creating electronic documents. One XML document is a hierarchy of XML elements. Each element represents part of the information contained in the document [3] . The content of the XML document includes: processing instructions, elements, attributes and comments.
4.Design and application functionality
Applications' operating environment contains a grid, with columns id, First name, Last name, department, index no. and Date. Figure 1 . shows the applications' operating environment. The columns are loaded data from the database, which is located on the server Wampserver2.4-x86. Number of loaded data is selected from the ComboBox, the range 1-76000 data. <s:ButtonBar top="25" left="30" dataProvider="{statesProvider}" labelField="label" id="stateSelector" change="stateSelector_changeHandler(event)" />
The dataProvider data supplier is a series of statesProvider, which is defined by the following block:
<s:ArrayList id="statesProvider" > <fx:Object label="Managament" state= "managament"/> <fx:Object label="Diagrams" state="diagrams"/> <fx:Object label="Java-Php" state="javaPhp"/> <fx:Object label="Java-Php-Xml" state= "javaPhpXml"/> <fx:Object label="Comparation diagram" state="comparation"/> </s:ArrayList>
The authoring application loads the data from two different servers, Wampserver2.4-x86, which works with PHP and Niti server, which works with Java. If the active state is Managament, then the work environment of the application is displayed. However, if the second state Diagrams is active, then are displayed graphs for three technologies of data transmission, AMF, JSON and XML. The state JavaPhp shows JSON charts, when there is client authoring application communication with the Wampserver2.4-x86 server and Niti server. If the fourth state JavaPhpXml is active, then graphs are displayed which measure the time of n data, when the data on the part of the server is formatted in XML. If the Comparation diagram button is active, then a comparison chart of AMF-JSON-XML query execution is displayed.
The second Bar button selectProxyBar, changes its appearance depending on the application's state. The state Management, displays three buttons
These three buttons offer choice of technology of data transfer from the database to the application in AMFU, JSON or XML.
Button controls, whose labels are Previous, Next, Edit student, Delete student, Add student and Filter allow, to be respectively displayed from the base the previous block of data in the grid, the next data block, edit the selected item in the grid and the database, delete rows in base, add new studentin the database, and filter data in the grid. Depending whether the state inclass instancesStudentControlComponent and StudentManagerComponent is normal or search, the filter control can take two values for label Filter and Back. TextInput fields and ComboBoxare used to show items from selected grid rows, changes to the content in the selected rows and adding new content.
In the state Normal, all the TextInput controls and ComboBox are shown, while in the state search are not displayed all TextInput fields.
5.Experimental results and comparative analysis
The application measures the time of data transfer from the server to the client for three technologies of data formatting, AMF, JSON and XML. Execution time requires measurement from the moment of sending a request to the server from client's part, until the time the data is downloaded from the server in the Flex application. JSON, XML, AMF are protocols used for communication between the client and server. Between them there is a difference in data packing speed, the manner of data formatting, the complexity of creating applications, the size of the file that is being transported, as well as the complexity in terms of parsing data from one format to another.
AMF works with binary data, on the server's side it translates a language into binary data, while on the client's side the inverse process is performed, that translates zeros and ones into visual code that is displayed within the graphical interface.
In JSON technology, is carried out the translation of PHP objects into JSON objects, and eventually the JSON objects are sent as text file to the client through HTTP connections. The same is done with XML.
Working application uses AMFPHP package for the communication of client's ActionScript3 and server PHP language. In addition to the AMF, ActionScript3also supports XML and JSON technologies, performing data parsing to be transported in XML and JSON format.
During the data transfer between client and server, there are several phases, with each phase requiring certain time. On the client's side (Flex) there is a period for preparing the queries (serialization) and deserialization period, while on the server's side there is deserialzation period, the period query execution in the database, and serialization period. There is also a data transfer period. These periods are shown in Figure 3 . Queries are extremely rapid for any technology, there are in microseconds and that period is not taken into account. Deserialization period on the server's side includes converting binary data into objects of some language. Query period is spent on reading data in the database, the data is then serialized, and then transferred to the client. And at the end, the data on the Flex side are deserialized for a certain time. Serialization has a global meaning, namely, in computer sciences, in the context of data storage, the serialization represents a process of translation data structure or objects in a format that can be saved (in the file or buffer memory, or can be sent through the network) and reconstructed, later in the same or different computer environment [5] .
The production of AMF has, from the version 2.0, been undertaken by another company, and became considerably slower than JSON and XML. Slowness is due to the serialization, where a lot of time is spent on converting objects of a language into binary data, which can be seen in Figure 4 . This problem is solved by adding a plug-in, Baguette AMF, to the basic version of AMFPHP. The application analyzes three important periods, the period of serialization, the period of deserialization on the client and server sides, the period of establishing a connection between the server and the client. The middle line defines the execution period of the service call.
The period of establishing a connection with the AMF technology is approximately the same with and without the Baguette AMF add-on. The deserialization periods are slightly different in both cases. Figure 4 . shows that data serialization period drastically varies with and without Baguette AMF. The shorter serialization with Baguette AMF presents acceleration of the AMF.
Adding Baguette AMF plug-in to the basic version of AMF PHP, makes the AMF faster than JSON and XML when transporting larger amounts of data thus providing the Baguette AMF. Baguette AMF with AMFPHP is recommended for enterprise applications which share a large amount of data.
This paper translates PHP objects in AMF, JSON or XML format which is readable to the Flex client. Flex can serialize data in AMF, JSON or XML format and deserializate data from these formats. Figure 5 . shows the communication between client and server where PHP is used as server language and serialization and deserialization of data is done with Baguette AMF.
The Client, within itself, has a built-in AMF format, which can be seen in Figure 5 . AMF, XML and JSON technologies are widely used. They belong to cross technologies which means they do not depend on the operating system nor from the computer environment. In the application, when the component Diagrams is active (see Figure 1) , the charts for AMF, JSON and XML technology are shown. Comparison graph of data transport speed from the server to the client, which covers serialization period, deserialization, the period of establishing connection, is shown in Figure 6 . In ComboBox is performed selection of data retrieved from the database on the server into the client application.
Figure 6. Graphs of time dependency from the number of loaded data for AMF, JSON and XML-technology
The choice of transfer technology is conducted by the selectProxyBar button bar. For each technology, fifty loading iterations are performed where in each iteration the same number of data is loaded, the time is measured, and at the end of the iteration the mean time is calculated. On the graph each column presents the data loading period. Horizontal fault line connects the tops of columns and the right horizontal line in the chart describes the mean loading data period. The graphs represent time when 1000 data from the database are loaded.
On large number of data, AMF is faster than JSON. In Figure 7 ., on the basis of measurements in this model, is presented comparison diagram of dependency between the time and the number of data. Figure 7. shows, that up to 2000 data JSON is faster than AMF and above this number, AMF becomes faster. Therefore, it is recommended to use AMF technology above this number of loaded data. The diagram shows time dependency of the number of data downloaded, with JSON and XML it is much higher compared to the AMF. The Curve which describes the AMF technology, the third line, is of considerably smaller angle, while with JSON, the first line is substantially steeper which means that the time is increasing faster with the number of loaded data. The middle line represents the XML format where we can see that the XML much more depends on JSON when the number of transmitted data increases. AMF does not work with HTTP connection. The advantage of AMF is opening of a socket connection, through which the client is forwarded the binary data. In Flex, in AMF technology, RemoteObject class is used to establish a connection to the server which inherits the Proxy class. AMF performs asynchronous communication, where data is sent and received without the agreed sending timing and receiving data.
In AMF, the period of data transfer does not depend on the amount of data, because it is binary transmission and is always practically the same. In Figure 8 . is displayed the contents of the JSON file when 10 data from the server are loaded in Flex application.
In JSON and XML the connection period depends on the amount of data, the data is packed in a file in text, and the time of the connection depends on the size of the file. Therefore, the more data, the connection period increases with JSON and XML except that the connection period with XML is bigger than with JSON for the same amount of data because of the structure of XML resulting in increasing the size of the output file and thus higher data transfer period. Figure 9 . displays the contents of an XML file when 10 data from the server are loaded to the client's application.
Comparing the same content, in Figures 8 and 9 , it can be concluded that XML file is more complex than JSON file, it has larger capacity and if both are legible.
Figure 9. XML file structure which is loaded into the client Flex application
Therefore, for the transfer of XML files, due to higher capacity, more time is needed, and due to the complexity of the XML structure, on the server and client side are used more complex classes to handle such structure in relation to JSON and AMF content all of which increases during serialization and deserialization.Therefore, if it bears the same data amount, because of the very structure of XML, the XML file is bigger than JSON. In Table 1 . are given data on the size of the output file depending on the number of loaded data from the database for JSON and XML file. Data were measured while loading the application.
Based on the sample from Table 1 ., from 10 to 100 loaded data, the difference in file size between JSON and XML file is approximately 84%. Therefore, the XML file is 84% larger than the JSON file and thus the transfer of the same amount of data is shorter in JSON format. On the side of the server and the client, the structure of XML data is more complex and such a structure is difficult to treat because it has more nodes. So, if there is a complex structure of the object, such as XML, it is more difficult to treat in any language because it has to go through more nodes, through greater depth. Therefore, when it comes to serialization and deserialization, there is no difference between languages. Each language will process faster the less complex data structure. In this model, in PHP, it is easier to process JSON objects from XML objects. PHP functions for parsing the XML object are more complex than when processing simpler object.
The data speed transfer is affected by the time serialization and deserialization, for any technology, the more data there is, the serialization and deserialization period is greater. Serialization is for the loop, which passes through a huge number of objects turning them into technology. For all three technologies the procedure is the same. For JSON there is inquiry into the base, and then the response from the database is converted into JSON and sent to the client. The client reads JSON, converts it into objects and continues to execute the command. The same applies to XML and AMF.
The serialization period on the server's side depends on the number of objects and if there are more objects to be serialized, then more time is spent which is especially emphasized in JSON and XML because the complexity is greater. Also the more data there is then the file in JSON and XML are heavier and more time is needed to transport data. Hence, the time difference is mostly reflected in the time required to transport data in AMF, JSON and XML and increases with the size of the file.
With 100 data in AMF, the average load time is 0,21s and with 1000 data it is 0,31s. In JSON, with 100 data it is 0,08s and with 1000 it is 0,30s, the difference being 3.62 times. This means that data transport has a major role. Various resources which are used in the application, can affect the choice of packaging data mode between the server and the client. For example, if a working application is using more services which use XML, and it is necessary for a service to be written, then it is logical to choose XML in order to have everywhere the same method of preparation and processing and thus to use the same class in the entire application for faster code writing and code consistency. Therefore, if one is using multiple data sources then it is up on the developer to create a single source. If they all use single technology, such as XML, then it is the developer's decision to choose the language in the part he deals with and that is XML because it will thus adapt the service made with other services in order to use class parts from other services and enable to assemble the two objects. Since if one object is in XML and the other in JSON, then the two objects cannot be assembled. In this case, both objects would have to be converted into a readable part in order to connect, which would slow data load. But if both objects are in XML or JSON, then they can be assembled because they are naturally compatible, there are methods for them, and that is one of the advantages that can be used.
When it comes to data security, SSL or encrypted communication mode can be used. The HTTP protocol is not safe when technology transfer JSON, XML or web services are used. The HTTP protocol can be used where data security is not that important because the content of JSON and XML file is readable (Figure 8. ). SSL is a protocol for encrypting traffic. Here the traffic between points A and B encrypts so the content that is sent is not seen. Another manner is authorization of the services which can be made or bought and used. Authorization is function specifying the access rights to some resources associated with data protection. For authorization, the standard OAuth can be used which belongs to the open standard for authorization. OAuth provides the client application with a secure access to the resources allocated to the server on behalf of the resources' owner. This means, the client sends the server a request whether he could see his data.
The server responds so that it gives an affirmative answer, in terms of number or security code which the user will use through each subsequent request. That number in each query addresses the server as the data owner and that the server has allowed access to the client data. And each time the client receives a different password when he logs in. In general, the client is registered on the server as someone who wants to access server data. The server usually gives the client three data. The first data is the ID number of the application.
Therefore, the authoring application is registered on the server, as the owner of the data, and requires from the user that the application accesses specific data and then the server assigns ID to the authoring application when in the database the application ID is written down and as the owner of the application the client is issued two data, a username and password. Now the client has three data, one is the application ID, the second is a username and password is the third. These three data are not used to access data, but another service is called for, which need not be on the same server where the data is.
The client calls for the service, passing the three data whereby following data verification, whether the application ID for that username is correct and whether the code is correct. If it is, the service generates one random number which is returned to the client in response authentication. At the same time in the database with each data is entered that same client's authorization number or it is placed in an authorization table. Figure  10 . shows the schematic display of the authorization. Following line 1, the user requires a key to the OAuth system. This system generates the key and following line 2 it is entered into the database DB. The DB basis following line 3, gives affirmative response that key was added. Following line 4, the key is sent to the client, that forwards it to the DB basis following line 5 while data requirement. Following line 6, the data is delivered to the client.
It is best to use both methods for data protection, authentication and encoding, with the SSL service. There are two ways of authorization: a time-limited and indefinite authorization manner. With time-limited authorization, the authorization service, issued the client permission to access data on the server for a limited time. After the timeout, the license to the client is terminated.
Either key is given to access the data for a period of time, which is calculated from the last access to the data on the server. This is typically done and on the web it is called session. This means, while the Client is active it gets unlimited time key. The time was measured from data requests, when a new request is sent it resets the time. When the time period expires, from the last request the system deletes the key from the authorization table. Facebook uses these things.
The things for authorization are linked to the http request, for JSON, XML, and Web services, since Web services are practically XML. The first call towards the server must be OAuth, the request for authorization.
Conclusions and Future Work
The choice of technology depends on several factors, one of them is the amount of data. By measuring data transfer period in the authoring application it is determined, for a small amount of data, up to 2000, JSON technology is recommended because it is faster, and it is closest to the object structure, orange variant on the graphics. When large amounts of data are used, up to 2000, AMF technology is recommended, blue variant on the graphics.
If using multiple sources that have been created in one technology, in XML, then it is recommended to the developer when creating the service to use the same technology, for the sake of simplicity, speed and consistency of code writing. When it comes to the complexity of the code, AMF technology is recommended, JSON and XML in the end. If it comes to the size of the output file, based on the measurements, JSON file is smaller for 84% of the XML file, and JSON file is recommended. If there is transfer of large data amounts, but segmentation is done, per segment is not transmitted more than 2000 data and then the recommendation is to use JSON technologies.
If it is a heterogeneous structure, which has support for XML, then it is advisable to use an XML format for communication between software and hardware components that communicate with each other. If data security is not important, then you can use the HTTP protocol for JSON, XML and Web services. If a more secure way of data transfer is important, then HTTPS connection is recommended.
